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GETTING STARTED 
 
Information Technology (IT) at the Missouri University of Science and Technology (Missouri S&T) 
provides its customers with a variety of computing tools and resources to assist with the academic 
and administrative work done at Missouri S&T.  The Desktop Enhancement program is designed to 
provide each faculty and staff member a desktop computer to meet their office productivity and 
connectivity needs with adequate computing support, support that is fully integrated with campus IT 
systems and networks. This program relies on the IT organization, along with faculty input from the 
Information Technology/Computing Committee of the General Faculty (ITCC) and staff input from 
key administrative personnel, to identify configurations that utilize the Volume Purchase 
Agreements (VPAs) established by the four campuses and the University of Missouri System. 

 

 
 

IT PRESS BLOG  

The Latest Campus IT Information  
 
IT Press, the official blog of IT, is frequently updated with useful information about service 
disruptions, IT tips and tricks and IT news you need to know to keep your computer running at 
optimum performance. 
 
Readers who subscribe to the blog by email or RSS feed (http://itpress.mst.edu/atom.xml) will 
receive up-to-the-minute updates on whatôs happening related to IT systems and networks on 
campus. 

http://itpress.mst.edu 
 
 

http://itpress.mst.edu/atom.xml
http://itpress.mst.edu/
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COMPUTER ACCOUNTS 
 
Before you can access any of the computing resources available on Missouri S&Tôs campus, you 
will need a computer account. Computer accounts for employees are created at the request of the 
hiring department.  
 
For additional assistance, please contact the IT Help Desk at 573-341-HELP or by submitting an 
online Help Request at https://help.mst.edu.  
 
Your Missouri S&T account will allow access to the following resources on campus: 

 Email 

 Logins for Windows XP computers on campus 

 The UM System MIS Web tools 

 The Help Request System 

 Telnet logins to campus Unix/Linux machines 

 VPN connections 

 SFTP access 

 PeopleSoft 

 Other UM/Missouri S&T resources that require the customer to log in, such as secure web 
pages 

 
Because a Single Sign-On (SSO) User ID and password will allow access to all of these resources, 
IT strongly suggests that you create a strong password.  There is more information about creating 
a password on the next page of this manual in the Password section. 
 

Leaving Missouri S&T  
 
Your computer account remains active and available for use continuously, until you are no longer 
enrolled or employed by the university. Accounts are deleted several weeks after the start of the 
Spring and Fall Semesters. Details concerning account maintenance may be found at  
 

http://it.mst.edu/policies/umr/userid.html. 
 
Before leaving Missouri S&T, you should copy the documents that you wish to save to CD/DVD or 
a local hard drive and remove the files from your account. You should also alert your email 
contacts of the email address change.  An email notification will be sent several weeks before an 
account is deleted. 

https://help.mst.edu/
http://it.mst.edu/policies/umr/userid.html
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PASSWORDS 
 

Changing Passwords  
 
You may change your password by visiting the link below. Missouri S&T IT does not mandate you 
change your password periodically, but it is highly recommended you do so. Anyone who has 
access to your password can then access the Missouri S&T campus network. 
 
You need to be aware that, when setting a password, you will also need to set a hint, so you can 
easily recover your password if you forget it.  
 
You can change your password by visiting http://password.mst.edu.  
 

Creating a Password  
 
All passwords must adhere to the strong password guidelines. The basic guidelines are as follows: 
 
Passwords must:  

 Be 8 ï 26 characters long. 

 Contains a combination of at least 3 of the 4 following categories of characters:  
o Uppercase letters (A ï Z) 
o Lowercase letters (a ï z) 
o Numbers (0 ï 9) 
o Symbols (? . , _ - ~ + = $ ! only) 

 Be creative! Create a password or phrase that is meaningful to you, but one that nobody 
would be able to guess. Use simple symbol/numeric substitutions for letters: ñ$ò for ñSò, ñ3ò 
for ñeò or ñEò, etc. 

 A word that is commonly found in the dictionary is easy for a password-cracking utility to 
guess. Most password-cracking tools can quickly scan through the dictionary (forwards and 
backwards) to try all words in the English language (or even another language ï avoid 
foreign words for the same reason).  

 It cannot contain any symbols other than those listed above. 

 Be different from any previous passwords. 

 It should NOT contain a word found in a dictionary. 

 It should NOT contain any part of your name or your Missouri S&T SSO User ID. 

 Be significantly different from any previous passwords (don't use sequential passwords)  
 

DOs and DON'Ts of Password Security  
 
DO Have a Password 
It is essential to have a password in order to maintain information security. You do not want 
unauthorized people to read your personal email, browse through sensitive files, or tamper with 
your homework assignments.  
 
DO Make Passwords Difficult to Guess 

If anyone knows you, that person has a chance of guessing your password. Use a password that is 
totally obscure to everyone but you.  
 
DO Change Your Password Frequently 
Passwords need to be changed regularly to prevent anyone from stealing them. Every few months, 
you should make sure that you have changed your password. Your new password should never be 
the same as any of your last eight passwords. Each new password should be unique enough so 
that it has no connection to the previous password.  

http://password.mst.edu/
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DO Store Passwords Securely 

The ultimate in password security is to never write it down, but if you have multiple accounts with 
different passwords, or you use an account infrequently, you might feel the need to write it down. If 
you write it down, keep it in a very secure location. A locked strongbox, desk drawer, or cabinet is a 
good place, as long as you are the only one with the key or combination. Passwords should never 
be stored electronically.  
 
DO Use Multiple Passwords for Different Accounts, Systems, and Applications 
Your Missouri S&T SSO User ID and password is designed to grant you access to a number of 
computing resources. However, if you have accounts set up in various places on the Internet (e.g. 
eBay, Amazon.com, Gmail, etc.), then use a different user name and password for each one.  
 
If who gained access to a single password that controlled access to multiple accounts could cause 
you serious financial, credit and identity frustration. Using a different password for each account 
you have makes you much less vulnerable to identity theft.  
 
DON'T Share Your Password with Others 
Your Missouri S&T SSO User ID and password is for YOU. No one else should ever be allowed to 
access a Missouri S&T machine with your SSO User ID and password. If you let your friend login to 
your account and they forget to logout, then the door is wide open for someone else to come along 
and mess up your account (intentionally or unintentionally). This applies in general, not just to 
Missouri S&T machines. DONT SHARE YOUR PASSWORD!!!!!  
 
DON'T Leave Your Password where Others Can Find It 

People do have a tendency to write down passwords on post-it notes and leave them on their 
desks. Keep prying eyes away from your password. Do not write down your password on a post-it 
note and attach it to your computer monitor. (And yes, some people have been known to do this!)  
 




